Security and limitations

To ensure security Apptimized complies with the following cybersecurity standards:

ISO 15408;

ISO/IEC 27001;

ISO/IEC 27002;

ANSI/ISA 62443 (Formerly ISA-99);
IEC 62443;

A military-grade security protocol (TLS/SSL) is used by Apptimized to provide privacy and data
integrity between two or more communicating applications.

Apptimized safety audit entails a network scan of its resources to identify vulnerabilities and non-
penetration.

The screenshot below shows the vulnerability report provided by Detectify for
app.apptimized.com.
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The screenshots below show the SSL report of app.apptimized.com.


https://docs.microsoft.com/en-us/windows-server/security/tls/tls-ssl-schannel-ssp-overview
https://docs.apptimized.com/uploads/images/gallery/2020-03/MmESvmM2142UiAbc-sccm_adm_03_4.png

You are here: Home > Projects > SSL Server Test > app.apptimized.com

SSL Report: app.apptimized.com (52.232.33.202)

Assessed on: Mon, 02 Mar 2020 06:54:08 UTC | Hide | Clear cache Scan Another »

Summary

Overall Rating

Certificate

Protocol Support

Key Exchange

Cipher Strength

Visit our documentation page for more information, configuration guides, and books. Known issues are documented here.

This site works only in browsers with SNI support.
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https://docs.apptimized.com/uploads/images/gallery/2020-03/FDOxbDM9eImMUoJX-sccm_adm_05_1.png
https://docs.apptimized.com/uploads/images/gallery/2020-03/ochmWF8LIzubGeyF-sccm_adm_05_5.png

The SCCM connector must be launched on a local PC by the domain administrator or domain user.
Domain user must have the permissions to:

e create applications, deployment types, and deployments;
e write permissions for network share with packages source media for automatic media
transfer.
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